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SdedulingConnectionsisingSystem-Les
ThreadPrioritiesin Web Applications

Javier Alonso, Jordi Guitart and Jordi Torres

Resumen| The e-commerce web sites receiv e a great
and varied number of visitors every day. These Vvis-
itors share the application server's limited resources
and when there are too many clien ts connecting to
the web site, it is possible that they hinder between
them, even to overload the application server. These
visitors can be divided in dieren t categories, dep end-
ing on their imp ortance from site viewp oint. Consid-
ering the imp ortance that in these web sites some
clien t connections (e.g. buy ers' connections) nish
successfully before other connections, in this pap er
we prop ose a mechanism to provide dieren t qualit y
of service to the dieren t client categories by assign-
ing dieren t priorities to the threads attending the
connections.  After observing that Java Thread Pri-
orites are only applied within the JVM, and more-
over, these priorites do not reach the O.S. threads,
we prop ose to schedule threads using the Lin ux Real
Time priorites.  Our results demonstrate that dier-
ent qualit y of service classes can be supp orted using
this mec hanism.

Palabras clave| SSL, Threads,
JVM, Op erating System

Priorit 'y, QoS, Lin ux,

I. Intr oduction

Rapid maturing of web technology has increased
considerablythe number of usersof e-commerceweb
sites. Theseuserscan be classi ed in three large and
non-exclusive groups: curious, prospectors and buy-
ers. Initially , we could think that in an e-commerce
application there are only buyers, but that is not cor-
rect. In a virtual shopwe can nd people spending
their freetime and browsing, but they are not think-
ing of shopping beforehand. We call them curious
customers. This peopledo not produce revenue, but
in future, they can becomepotential buyers. On the
other hand, we can nd the prospector customers,
that is people visiting the e-shop, nding informa-
tion about prices and reading about products, but
they are not necessarilythinking of buying anything
at the momert. Howewer, this target is a potential
buyerin ashort time. Finally, there are usersvisiting
the web site to buy some product, i.e. the buyers.
This group is the most important to the business
and desenes special service, but we should not for-
get the other two groups of usersbecausethey are
future potential buyers.

The load that the application serwersthat host e-
commercesites must support is increasing consider-
ably, not only becausethe large number of visits, but
also due to the special features of e-commercesites:
dynamic web cortent and con dential information.
In an e-commerceweb site is essetial to guarantee
that the users' private data (i.e. bank accourt, ad-
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dress, etc.) are protected while transmitted over to
open Internet.

Traditionally, HTTPS protocol [1] has been used
to ensure the secure communication between the
sener and the clients over Internet. HTTPS, which
is basedon HTTP [2] over SSL [3], allows to create
a securechannel betweenclient and sener, supply-
ing authentication and privacy over the data transfer
betweenboth.

Both dynamic web content and SSL algorithms re-
quire higher computation capacity that simpler sites.
For this reason, their use can easily overload the
sener if the number of received connections tem-
porarily exceedsthe service capacity of the sener.
When an application serer is overloaded, the re-
sponsetime can be unacceptable by the usersand
resourcesexhaustion can lead the serner to work er-
ratically or even crash, causingdenial of services.

All the connectionsinside the application serer
are competing amongthemsehesfor resources.Con-
sequetly, in an overload situation, buyers' connec-
tions can be held up by other type of connections
which could even stop the buyers' from completing
successfully:either becausehe buyer is tired of wait-
ing or becausethe sener cannot attend the request.
As one may seein the previous situation, there are
connectionsthat are more important for the busi-
nessthan others. The curious' connections should
never hinder the prospectors' connections, less still
the buyers' connections. Therefore, although the
rst and secondgroups are potential buyers, it is
actual the buyers that are most important to bring
in the revenue for the business.

In this paper, we present a mecanism for being
able to prioritize, in a static or dynamic way client
connections. This medanism is especially intended
for Multi-Thread Application serers (MTAs). In
theseserwers, every thread is responsible of attending
oneclient connection. We proposeto assigndi erent
priorities to dierent threads (or thread groups) in
the sener, with the aim of guararnteeing that higher
priority threads (i.e. higher priority connections)
have enoughresourcesto run and nish successfully
in front of lower priority threads. For instance, we
could always assignhigher priority to the SSL con-
nections (usually, buyers' connections)than to non-
SSL.connections,or to someparts of the sessiorpath,
or to the buyers' connections (if you can recognize
them), with respect to curious and prospectors' con-
nections.

As we focus our work on J2EE e-businessappli-
cation seners (Tomcat sener in our case),our rst
attempt wasto usethe Java Thread Priority (JTP)
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to distinguish the di erent type of customers. When
a thread usesthe JTP, this thread will be prioritized

by the JVM. However, our experimens in Linux
showed that using priorities at this level does not
o er a performance or responsetime improvemert.

This is becausehe Java priorit y is not directly inher-
ited by the native thread. In fact, in Linux systems,
all Java threads executeat systemlevel in the same
priority class(SCHED_OTHER), competing among
themselwes for the system resources. This competi-
tion is bigger when the serer is overloaded.

In order to overcomethis problem, we proposeto
translate Java thread priorities to the operating sys-
tem level by using Linux Real Time Queues. With
our approad, threads will be assignedto a given
Real Time queue depending of its priority, guaran-
teeing in this way that higher priority threads will
be sdeduled before lower priority threads. Our re-
sults demonstrate that this solution allows to create
di erent levels of quality of serviceaccordingto the
type of client.

The rest of the paper is organizedas follows: Sec-
tion 2 preseris the related work. Section3 details the
implemertation of our proposal. Section 4 describes
the experimental ervironment used in our ewalua-
tion. Section5 shawsthe evaluation results obtained
and nally , section 6 preseris the conclusionsof this
paper and the future work proposed.

Il. Related work

There hasbeenconsiderablereseart about assign-
ing di erent priorities to connectionsand try to min-
imize the responsetime. In this area, there are dif-
ferent approatesthat canbe summarizedin request
scheduling, admission control and servicedi eren ti-
ation. Requestsdeduling refersto how the requests
are sorted by the sener. Traditionally, the request
ordering policy is an operating systemtask. It is a
well-known fact from QueueTheory literature [4], [5]
that the Shortest Remaining ProcessingTime rst
(SRPT) sdheduling reducesthe queuing time thus
reducing the responsetime.

There are diversity of techniques based on the
SRPT algorithm suggestingpoliciesto prioritize the
serviceof short static cortent requestsin front of long
requests[6]. SWIFT [7] preseris a policy basedon
SRPT, but taking into accourt the distance between
client and sener and the size of the le requested
by the client. With this technique they can obtain
an responsetime improvemert between2.5and 10%,
for long le requestsin front of techniquesthat only
take into accoun the sizeof the le.

The resdeduling techniques have been proven ef-
fective in providing better responsetime to high pri-
ority requests, but in an overload situation, other
techniques are necessary Anyway, these techniques
can be complemenary to any other technique to im-
prove the performanceand responsetime in an over-
loaded senwer.

Admission cortrol consistsof reducing the server
workload, limiting the number of acceptedrequests
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accepted,sothat the sener doesnot overload. Ser-
vice di erentiation is basedon distinguishing di er-

ent typeof clients and o ering di erent levelsof qual-
ity of serviceto them, therefore, the resourcesare
assignedto higher priorit y requests,which provokes
more priorit y requestsnot to acknowledge other re-
quests in the serer. Usually, we nd these both
techniques joined in a lot of works. In this areawe
can nd works asi.e. [8], which presers a proposal
focusedon admission cortrol for SSL sessions.The
policy prioritizes the resumedSSL sessionsn front of
new SSL sessionspecausenew SSL sessionsequire a
lot of computation resources,due to the negotiation
of full SSL handshales.

ACES [9] tries to limit the number of accepted
requestsbasedon estimated service time, although
ACES also carries service di eren tiation. This ap-
proad is only simulated. Other works are focused
on dynamic cortent serers. SEDA [10] decomposes
a complex service in multiple stagesconnected by
queues. Admission cortrol basedon monitoring the
responsetime in the stagecan be performedin these
queues. In [11], the authors presert an admission
cortrol technique for e-commercesitesthat obsenes
the execution costs of requests, distinguishing be-
tween di erent request types. [12] proposesclient
di erentiation basedon connectivity quality between
client and serer. For example,if connectivity qual-
ity is bad for one client, the serer selectsa lower
quality image to sendto the client, and it can even
selectnot to send any image, but only text to im-
prove the responsetime.

Our solution is complemenary and can be com-
bined with any of thesesadmission cortrol and re-
quest scheduling techniques.

IIl. Connection
System-Level

Scheduling based on
Thread Priorities

Linux is amultitask Operating System. Therefore,
it supports morethan oneprocessunning on the sys-
tem. Moreover, Linux takesan unique approac for
implemerting the processand thread abstractions.
In Linux, ewvery thread is understood as a process,
and for this reason, it is used the task name, not
processor thread. Becauseof the Linux capacity to
support more than onetask running concurrently, it
is necessarysome scheduling mecdanism to ensure
that taskscanrun on the systemasif they wererun-
ning alone on the system.

In our work, we have been carrying our experi-
ments with the Linux kernel-2.6.8.1scheduler [13].
This scheduler o ers three di erent scheduling poli-
cies, one for normal processesand two for real-time
applications. A static priority value sched_priority
is assignedto ead processand this value can be
changed only via system calls. Conceptually, the
scheduler maintains a list of runnable processedor
ead possiblesched priorit y value, and sched_priorit y
can have a value in the range 0 to 99. In order to de-
termine the processthat runs next, the Linux sched-
uler looks for the non-empty list with the highest
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static priority and takesthe processat the head of
this list. The sctheduling policy determines for each
process,whereit will beinserted into the list of pro-
cessesvith equalstatic priorit y and how it will move
inside this list.

Usually, when a task is created, it is assigned
to the default universal time-sharing scheduler pol-
icy (SCHED_OTHER), while SCHED_FIFO and
SCHED_RR are intended for special time-critical ap-
plications that need precise cortrol over the way
in which runnable processesare selected for exe-
cution. Processesdeduled with SCHED_OTHER
must be assignedthe static priority 0, processes
stheduled under SCHED_FIFO or SCHED_RR can
have a static priority in the range 1 to 99. Only
processeswith superuser privileges can get a static
priorit y higher than 0 and cantherefore be scheduled
under SCHED_FIFO or SCHED_RR. All scheduling
is preemptive: If a processwith a higher static prior-
ity getsready to run, the current processwill be pre-
empted and returned into its wait list. The schedul-
ing policy only determines the ordering within the
list of runnable processewith equal static priority.

SCHED_FIFO can only be used with static pri-
orities higher than 0, which means that when a
SCHED_FIFO processesbecomesrunnable, it will
always preempt immediately any currently running
normal SCHED_OTHER process. SCHED_FIFO
tasks scdhedule in a rst-in- rst-out manner with-
out time slicing. SCHED_RR is a simple enhance-
ment of SCHED_FIF O. Everything described above
for SCHED_FIF O alsoappliesto SCHED_RR, except
that ead processis only allowed to run for a max-
imum time quantum. Finally, SCHED_OTHER is
the standard Linux time-sharing scheduler that can
only be usedat static priority 0. The processto run
is chosenfrom the static priorit y 0 list basedon a dy-
namic priorit y that is determined only inside this list.
The dynamic priority is basedon the nice level (set
by the nice or setpriority systemcall) and increased
for ead time quantum the processis ready to run,
but deniedto run by the scheduler. This ensuresfair
progressamong all SCHED_OTHER processes.

The Java HotSpot [14] virtual machine (JVM) ac-
tually assciates eadh Java thread with a unique
pthread [17]. The implementation of Pthreads li-
brary for Linux assaiates eath pthread with a
unique native thread. Therefore, the relationship be-
tweenthe Java thread and the native thread is stable
and persistsfor the lifetime of the Java thread. All
the native threads, which are assaiated with Java
threads, are assignedto the default scheduling policy
(SCHED_OTHER) independenly of the Java thread
priority, thus even though the Java threads have a
high priority, this priority is not translated into a
Linux static priority, thus this Java thread will not
preempt lower priority threads.

The only e ect of assigninga higher priority to
Java threads is that those native threads assaiated
with that Java threads will have a higher dynamic
priority, but this is a limited improvemert as shown
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in [15]. In addition, this only occursfrom JVM 1.5.0.
Summarizing, the JVM cannot change the schedul-
ing policy, so the Java threads (really, the native
threads) are always running with the default policy
(all of them with the samestatic priority). Accord-
ing to this, the possibility of increasingthe priorit y of
Java threads doesnot cortribute to a noticeableper-
formanceimprovemert of the higher priorit y threads
regarding lower priorit y threads.

Our solution expectsto take advantage of the dif-
ferent scheduling schemesto provide di erent levels
of quality of service (QoS) to clients in an applica-
tion serer as Tomcat [16]. Our proposal exploits
the performancecharacteristics of SCHED_OTHER,
SCHED_RR and SCHED_FIFO and the possibility
of ne-grain performance adjustment inside every
scheduling policy.

As the JVM does not o er the possibility of di-
rectly using the dierent sceduling schemesmen-
tioned before, we must modify the Tomcat serer.
In our proposal, the application server managesits
threads, and con gures them with the appropriated
scheduling scheme. Changing the scheduling scheme
is accomplished using the pthread_setsthiedparam
method o ered by the Pthread library. In order to
call this native method from the server code (writ-
ten in Java), we have used the Java Native Inter-
face(INI[18], which allowsto invoke native methods
from Java methods. In this way, Tomcat will be able
to con gure at runtime all its threads to run using
any of three scheduling policies, aswell as modifying
the thread static priority, providing di erent QoSto
the clients being attended by thesethreads.

To implement our proposal, we have modi ed the
method usedby Tomcat to createthread pools. The
HttpPro cessorsare joined in pools, and every pool
is listening from a dierent port TCP. Our modi -
cation of thread pool creation, allows ead pool to
be assignedto a scheduling policy, thus every thread
in this pool will be running with the samesdedul-
ing policy. For our experiments, we use two dif-
ferent SSL thread pools. One pool will be running
with SCHED_OTHER policy and the other will be
running with SCHED_RR, demonstrating that the
clients attended by the pool of threads that is run-
ning with SCHED_RR are obtaining better QoSthan
the clients attended by the SCHED_OTHER pool
of threads. We used SSL connectionsbecausethese
connectionsspend more resourceshan non-SSLcon-
nections and it is easierto seethe proposal e ects.
Section 5 presents our experimental results, showing
the possibilities of this technique.

IV. Experiment al Envir onment
A. Tomaat servlet container

As commerted, we use Tomcat v5.0.29[16] as the
application serwer. Tomcat is an open-sourceservlet
container developed under the Apache license. Its
primary goal is to sere as a referenceimplementa-
tion of the Sun Servletand JSP speci cations, and to
be a quality production servlet container too. Tom-
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cat can work as a standalone sener (serving both
static and dynamic web cortent) or asa helper for a
web sener (serving only dynamic web cortent). In
this paper we use Tomcat as a standalone sener.

Tomcat follows a connectionserviceschemawhere,
at a given time, one thread (an HttpPro cessor)is
responsible of accepting a new incoming connection
on the sener listening port and assigningto it a
socket structure. From this point, this HttpPro ces-
sor will be responsible of attending and serving the
received requeststhrough the persistert connection
establishedwith the client, while another HttpPro-
cessorwill cortinue accepting new connections. As
only one thread is the responsible of attending and
serving the requestsfor a given client, if we increase
this thread priority at systemlevel by using a real-
time policy, the client will receivwe a better service.
HttpPro cessorsare commonly chosenfrom a pool of
threads in order to avoid thread creation overheads.

We have con gured Tomcat setting the maximum
number of HttpPro cessordo 150and the connection
persistencetimeout to 10 seconds.

B. Client workload

The client workload for the experiments was gen-
erated using a workload generator and web perfor-
mance measuremeh tool called Http erf [19]. This
tool, which support both HTTP and HTTPS pro-
tocols, allows the creation of a continuous ow of
HTTP/S requestsissuedfrom oneor more client ma-
chinesand processedy onesener machine: the SUT
(System Under Test). The con guration parameters
of the benchmarking tool used for the experiments
preseried in this paper were set to create a realis-
tic workload, with non-uniform reply sizes,and to
sustain a cortinuous load on the serer. One of the
parametersof the tool represens the number of con-
current clients interacting with the serwer. Each em-
ulated client opensa sessiorwith the serer. The ses-
sion remains alive for a period of time, called session
time, at the end of which the connection is closed.
Each sessioris a persistert HTTP/S connectionwith
the sener. Http erf generatesa simple workload re-
questing static web cortent to the application serer
over secureconnections. We considerthat this sim-
ple workload is enough to demonstrate the bene t
of our proposal. Nevertheless,we are currently ex-
perimenting with dynamic web content workloads.
Each emulated client waits for an amourt of time,
called the think time, before initiating the next in-
teraction. This emulatesthe thinking period of areal
client who takesa period of time before clicking on
the next request. Http erf allows also con guring a
client timeout. If this timeout is elapsedand no reply
has beenreceived from the sener, the current per-
sistert connection with the sener is discarded, and
a new emulated client is initiated. We have con g-
ured Http erf setting the client timeout value to 10
seconds.
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C. Hardware and software platform

Tomcat runs on a 4-way Intel XEON 1.4 GHz with
2 GB RAM. We have alsotwo 2-way Intel XEON 2.4
GHz with 2 GB RAM machines running the work-
load generators(Http erf 0.8). Each client emulation
macdine emulates the con gured number of clients
performing requeststo the serer during 10 minutes
using the browsing mix (read-only interactions). All
the machines run the 2.6.8.1Linux kernel. All the
madines are connectedthrough a 1 Gbps Ethernet
interface. For our experiments we usethe Sun JVM
1.4.2for Linux, using the sener JVM instead of the
client JVM and setting the initial and the maximum
Java heapsizeto 1024MB, which we have proven to
be enoughto avoid memory being a bottleneck for
performance. All the tests are performed with the
common RSA-3DES-SHA cipher suit.

V. Resul ts

In this section we presert the evaluation results
of the QoS medhanism on Tomcat serner, comparing
the results obtained with the original Tomcat when
using Java thread priorities.

A. Maximum achievableperformance

In this section, we presern the performanceresults
whenrunning the Tomcat server with an unique class
of clients. Theseresults will be the referenceof the
maximum achievable performance. Figure 1 shows
the Tomcat throughput asa function of the number
of new clients per secondinitiating a sessionwith
the sener, comparing the Tomcat throughput when
the threads run in SCHED_OTHER versuswhen the
threads run in SCHED_RR with a maximum prior-
ity (99). Notice that achieved throughput in both
casesis similar. There is only a little throughput
improvement when the sener is overloaded (from
22 new clients per second), becausethe sener real-
time threads are scheduled before the rest of user
threads, even before the system ones, while if the
sener usesSCHED_OTHER threads, these have to
compete with the rest of userthreads, aswell asthe
system ones. This is also manifested when analyz-
ing the sener responsetime, which is showvn in Fig-
ure 2. Notice that, when the serer is overloaded,
averageresponsetime is over 90 milliseconds when
running with real-time threads, and over 100 mil-
lisecondswhen running with normal threads.

B. Modi ed Tomcat with QoS vs. original Tomcat
with Java priority

In this section, we evaluate how performs our mod-
i cation of Tomcat sener with respect to the orig-
inal Tomcat using Java priorities in order to pro-
vide di erentiated QoS for two dierent classesof
clients (Gold and Silver). We have con gured the
sener with two thread pools attending client SSL
requestsin two dierent TCP ports. In the orig-
inal Tomcat, both pools are running by default in
the SCHED_OTHER scheme,but with two di erent
Java priorities (10 for Gold clients and 1 for Silver
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Fig. 1. Tomcat throughput with only 1 client class

Fig. 2. Tomcat responsetime with only 1 client class

clients). In our Tomcat modi cation, the thread pool
attending requestsfrom the Gold clients runs in the
SCHED_RR with the maximum priority (99), while
the thread pool attending requestsfrom the Silver
clients runs in the SCHED_OTHER sdeme. We
have repeated the experiment sewral times: Gold
clients' rate varies from 1 to 50 new clients per sec-
ond, while Silver clients' rate is xed. We have made
experiments with di erent xed rates, in orderto an-
alyze how Silver clients a ect Gold ones,but in this
paper we presert the resultswith 2 and 22 newclients
per secondas xed rate (which represert the situa-
tions where the sener is not overloaded and over-
loaded, respectively).

As shaown in Figure 3, whenthe Silver clients' rate
is low, i.e. 2 new clients per second, we obsene
that both original Tomcat and Tomcat with QoS
obtain almost the maximum achievable throughput
(seeFigure 1) asfor Gold clients asfor Silver clients.
Only the throughput of Gold clients with original
Tomcat is a little lower than with Tomcat with QoS

becausethis favors Gold clients with more resources.

However, when analyzing the responsetime, which
is shawvn in Figure 4, we seethat original Tomcat is
able to maintain good responsetime for both clients
classesput Tomcat with QoS can maintain only re-
sponsetime for Gold clients (responsetime for Silver
clients has increased). This is one side e ect of our
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proposal. It is intended for situations of high com-
petition amongclients and it should not be usedun-
necessarilybecausdat canbe harmful for low priority
applications responsetime.

Fig. 3. Throughput with Java priorities vs. QoS mechanism
with low competition

Fig. 4. Responsetime with Java priorities vs. QoS mechanism
with low competition

Howewer, as shawn in Figure 5, when the Silver
clients' rate is high, i.e. 22 new clients per second,
we obsene that throughput achieved with original
Tomcat is considerably far from maximum achiev-
able throughput for both clients classes(through-
put for Gold clients and Silver clients is only 200
replies/s while maximum achievable throughput was
over 300 replies/s). This is produced becausesener
resourcesare limited and must be shared by both
clients classes. With original Tomcat with Java
priorities, resourcesare equally distributed among
clients. On the other side, Gold clients' through-
put obtained with Tomcat with QoS is consider-
ably higher that Silver clients' one. While sener
has enough resourcesfor both clients classes,their
throughput increaseslinearly, but when resources
are exhausted, Gold clients's throughput still in-
creaseauntil being closeto the maximum achievable
throughput while Silver clients's throughput dropsto
only around 50 replies/s. This occurs becauseTom-
cat with QoS prioritizes Gold clients in the resource
assignation.
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Fig. 5. Throughput with Java priorities vs. QoS mechanism
with high competition

Fig. 6. Responsetime with Java priorities vs. QoS mechanism
with high competition

In the sameway, responsetime for Gold and Silver
clients, which is shown in Figure 6, is practically the
same (around 100 ms) when running with the orig-
inal Tomcat, but when running with Tomcat with
QoS Gold clients have a responsetime considerably
lower than Silver clients and even lower than Gold
and Silver clients when using original Tomcat with
Java priorities. In fact, Gold clients' responsetime
is the same as when Gold clients are alone in the
sener, which is shawvn in Figure 2.

VI. Conclusions and future work

In this paper we have preseried a mectanism that
providesdi eren tiated QoSto clients in a secureweb
ernvironment. Our mechanism assignsdi erent prior-
ities to the threads that attend the clients requests,
depending on the type of client. As priorities at the
JVM level are not consideredfor the scheduling of
threads at systemlevel, we proposeto assigndirectly
system level priorities to Java threads. This is ac-
complishedusingthe Linux real-time scheduling poli-
cies,which ensurethat higher priority processesare

always executedbeforethan lower priorit y processes.

Our evaluation demonstratesthe benet of our ap-
proach o ering dierentiated QoSto the clients. In
addition, our client di erentiation technique can be
combined with any other admission cortrol or re-
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quest scheduling technique.

Currently, we are experimenting this mecanism
in a dynamic web content environment. Our exper-
imental environment includes a deployment of the
RUBIS (Rice University Bidding System)[20]bend-
mark servlets version 1.4 on Tomcat. Our future
work considers extending the medcanism not only
to provide dierent QoS depending on the type of
client, but alsoto dynamically modify client requests
priorit y depending on requestimportance for the site
(for instance, requestscan have higher priorit y when
client is approacing to the chedout stagein an on-
line store).
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