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Abstract v

ABSTRACT

The design of the Java language, which includes important aspects such as its
portability and architecture neutrality, its multithreading facilities, its familiarity (due
to its resemblance with C/C++), its robustness, its security capabilities and its
distributed nature, makes it a potentialy interesting language to be used in paralel
environments such as high performance computing (HPC) environments, where
applications can benefit from the Java multithreading support for performing paralel
calculations, or e-business environments, where multithreaded Java application
servers (i.e. following the J2EE specification) can take profit of Java multithreading

facilities to handle concurrently alarge number of requests.

However, the use of Java for parallel programming has to face a number of
problems that can easily offset the gain due to parallel execution. The first problem is
the large overhead incurred by the threading support available in the VM when
threads are used to execute fine-grained work, when a large number of threads are
created to support the execution of the application or when threads closely interact
through synchronization mechanisms. The second problem is the performance
degradation occurred when these multithreaded applications are executed in
multiprogrammed parallel systems. The main issue that causes these problems is the
lack of communication between the execution environment and the applications,
which can cause these applications to make an uncoordinated use of the available

resources.

This thesis contributes with the definition of an environment to analyze and
understand the behavior of multithreaded Java applications. The main contribution of
this environment is that all levels in the execution (application, application server,
JVM and operating system) are correlated. This is very important to understand how
this kind of applications behaves when executed on environments that include servers
and virtual machines, because the origin of performance problems can reside in any of
these levels or in their interaction.
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In addition, and based on the understanding gathered using the proposed
analysis environment, this thesis contributes with scheduling mechanisms and policies
oriented towards the efficient execution of multithreaded Java applications on
multiprocessor systems considering the interactions and coordination between
scheduling mechanisms and policies at the different levels involved in the execution.
The basis idea consists of alowing the cooperation between the applications and the
execution environment in the resource management by establishing a bi-directiona
communication path between the applications and the underlying system. On one
side, the applications request to the execution environment the amount of resources
they need. On the other side, the execution environment can be requested at any time

by the applications to inform them about their resource assignments.

This thesis proposes that applications use the information provided by the
execution environment to adapt their behavior to the amount of resources allocated to
them (self-adaptive applications). This adaptation is accomplished in this thesis for
HPC environments through the malleability of the applications, and for e-business
environments with an overload control approach that performs admission control
based on SSL connections differentiation for preventing throughput degradation and
maintaining Quality of Service (QoS).

The evauation results demonstrate that providing resources dynamically to
self-adaptive applications on demand improves the performance of multithreaded Java
applications as in HPC environments as in e-business environments. While having
self-adaptive applications avoids performance degradation, dynamic provision of
resources alows meeting the requirements of the applications on demand and
adapting to their changing resource needs. In this way, better resource utilization is
achieved because the resources not used by some application may be distributed

among other applications.
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CHAPTER 1
INTRODUCTION

1.1 Introduction

Over the last years, Java has consolidated as an interesting language for the
network programming community. This has largely occurred as a direct consequence
of the design of the Java language. This design includes, among others, important
aspects such as the portability and architecture neutrality of Java code, and its
multithreading facilities. The latter is achieved through built-in support for threads in
the language definition. The Java library provides the Thread class definition, and
Java runtimes provide support for thread, mutual exclusion and synchronization
primitives. These characteristics, besides others like its familiarity (due to its
resemblance with C/C++), its robustness, its security capabilities and its distributed
nature also make it a potentially interesting language to be used in parale

environments.

For instance, the Java language could be used in high performance computing
(HPC) environments, where applications can benefit from the Java multithreading
support for performing parallel calculations. In the same way, Internet applications
programmers aso use Java when devel oping these applications. Thus, it is common to
find Internet servers following the Java 2 Platform Enterprise Edition [132] (J2EE)
specification (i.e. written in Java), as for instance Tomcat [84] and Websphere [146],
hosting current web sites. Typically, these servers are multithreaded Java applications
in charge of serving clients requesting for web content, where each client connection
is assigned to a thread that is the responsible of attending the received requestsin this
connection. Thus, the servers can take profit of Java multithreading facilities to handle
concurrently alarge number of requests.

However, although recent results show how the performance gap between
Java and other traditional languages is being reduced [24], and some language

extensions [23] and runtime support have been proposed [111] to ease the
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specification of Java parallel applications and make threaded execution more
efficient, the use of Java for parallel programming has still to face a number of
problems that can easily offset the gain due to parallel execution. The first problem is
the large overhead incurred by the threading support available in the VM when
threads are used to execute fine-grained work, when a large number of threads are
created to support the execution of the application or when threads closely interact
through synchronization mechanisms. The second problem is the performance
degradation occurred when these multithreaded applications are executed in
multiprogrammed parallel systems. The main issue that causes these problems is the
lack of communication between the execution environment and the applications,
which can cause these applications to make an uncoordinated use of the available

resources.

This thesis contributes with the definition of an environment to analyze and
understand the behavior of multithreaded Java applications. The main contribution of
this environment is that all levels in the execution (application, application server,
JVM and operating system) are correlated. This is very important to understand how
this kind of applications behaves when executed on environments that include servers
and virtual machines.

In addition, and based on the understanding gathered using the proposed
anaysis environment, this thesis proposes research on scheduling mechanisms and
policies oriented towards the efficient execution of multithreaded Java applications on
multiprocessor systems considering the interactions and coordination between
scheduling mechanisms and policies at different levels: application, application
server, VM, threads library and operating system.

In order to achieve these main objectives, the thesisis divided in the following

work areas.
Analysis and Visualization of Multithreaded Java Applications
Self-Adaptive Multithreaded Java Applications

Resource Provisioning for Multithreaded Java A pplications
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1.2 Contributions

1.2.1 Analysis and Visualization of Multithreaded Java Applications

Previous experience on parallel applications has demonstrated that tuning this
kind of applications for performance is mostly responsibility of (experienced)
progranmers [93]. Therefore, the performance analysis of multithreaded Java
applications can be a complex work due to this inherent difficulty of anayzing
parallel applications as well as the extra complexity added by the presence of the Java
Virtual Machine. In this scenario, performance analysis and visuaization tools that
provide detailed information of multithreaded Java applications behavior are
necessary in order to help users in the process of tuning the applications on the target
parallel systemsand JVM.

In the same way, the increasing load that the applications currently developed
for Internet must support, demands new performance requirements to the Java
application servers that host them. To achieve these performance requirements, fine-
grain tuning of these serversis needed, but this tuning can be a hard work due to the
large complexity of these environments (including the application server, distributed
clients, a database server, etc.). Tuning Java application servers for performance
requires also of tools that allow an in-depth analysis of application server behavior
and its interaction with the other system elements. These tools must consider al levels
involved in the execution of web applications (operating system, JVM, application
server and application) if they want to provide significant performance information to
the administrators (the origin of performance problems can reside in any of these
levels or in their interaction).

Although a number of tools have been developed to monitor and analyze the
performance of multithreaded Java applications (see Section 6.1), none of them allow
afine-grain analysis of the applications behavior considering all levelsinvolved in the
application execution. The main contribution in the CAnaysis and Visualization of
Multithreaded Java ApplicationsC] work area of this thesis is the proposa of a
performance analysis framework to perform a complete analysis of the Java
applications behavior. This framework provides to the user detailed and correlated

information about all levels involved in the application execution, giving him the
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chance to construct his own metrics, oriented to the kind of analysis he wants to

perform.

The performance analysis framework consists of two tools: an instrumentation
tool, called JIS (Java Instrumentation Suite), and an analysis and visualization tool,
called Paraver [116]. When instrumenting a given application, JIS generates atrace in
which the information collected from all levels has been correlated and merged. The
trace reflects the activity of each thread in the application recorded in the form of a set
of predefined state transitions (that are representative of the parallel execution) and
the occurrence of some predefined events. Later, the trace can be visualized and
analyzed with Paraver (qualitatively and quantitatively) to identify the performance
bottlenecks of the application.

The instrumentation tool (JIS) is responsible of collecting detailed information
from al levelsinvolved in the execution of Java applications. From the system level,
information about threads state and system calls (I/O, sockets, memory management
and thread management) can be obtained. Several implementations are proposed
depending on the underlying platform. A dynamic interposition mechanism that
obtains information about the supporting threads layer (i.e. Pthreads library [121])
without recompilation has been implemented for the SGI Irix platform. In the same
way, a device driver that gets information from a patched Linux kernel has been
developed for the Linux platform. JIS uses the Java Virtua Machine Profiler Interface
[143] (JVMPI) to obtain information from the JVM level. JVMPI is a common
interface designed to introduce hooks inside the JVM code in order to be notified
about some predefined Java events. At this level of analysis, the user can obtain
information about several Java abstractions like classes, objects, methods, threads and
monitors, but JIS only obtains at this level the name of the Java threads and the
operations performed on the different Java Monitors, due to the large overhead
produced when using JVMPI. Information relative to services (i.e. Java Servlets [136]
and Enterprise Java Beans [131] (EJB)), requests, connections or transactions can be
obtained from the application server level. Moreover, some extra information can be
added to the final trace file by generating user events from the application code.
Information at these levels can be inserted by hard-coding hooks to a Java Native
Interface [134] (JNI) on the server or the application source or by introducing them
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dynamically using Aspect programming techniques [60] without source code

recompilation.

As aspecia case of instrumentation at the application level, support for JOMP
applications [23] is included in JIS. JOMP includes OpenMP-like extensions to
specify paralelism in Java applications using a shared-memory programming
paradigm. This instrumentation approach provides a detailed analysis of the parallel
behavior at the JOMP programming model level. At this level, the user is faced with
paralel, work-sharing and synchronization constructs. The JOMP compiler has been
modified to inject JNI calls to the instrumentation library during the code generation
phase at specific points in the source code.

1.2.2 Self-Adaptive Multithreaded Java Applications

Multithreaded Java applications can be used in HPC environments, where
applications can benefit from the Java multithreading support for performing paralel
calculations, as well as in e-business environments, where Java application servers
can take profit of Java multithreading facilities to handle concurrently a large number

of requests.

However, the use of Java for HPC faces a number of problems that are
currently subject of research. One of them is the performance degradation when
multithreaded applications are executed in a multiprogrammed environment. The
main issue that leads to this degradation is the lack of communication between the
execution environment and the applications, which can cause these applications to
make a naive use of threads, degrading their performance. In these situations, it is
desirable that the execution environment provides information to the applications
about their allocated resources, thus alowing the applications to adapt their behavior
to the amount of resources offered by the execution environment by generating only
the amount of parallelism that can be executed with the assigned processors. This
capability of applications is known as malleability [53]. Therefore, improving the
performance of multithreaded Java applications in HPC environments can be
accomplished by designing and implementing malleable applications (i.e. self-
adaptive applications).

Achieving good performance when using Javain e-business environmentsis a

harder problem due to the high complexity of these environments. First, the workload
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of Internet sites is known to vary dynamically over multiple time scales, often in an
unpredictable fashion, including flash crowds. This fact and the increasing load that
Internet sites must support increase the performance demand on Java application
servers that host the sites that must face situations with a large number of concurrent
clients. Therefore, the scalability of these application servers has become a crucia
issue in order to support the maximum number of concurrent clients in these

situations.

Moreover, not al the web requests require the same computing capacity from
the server. For example, requests for static web content (i.e. HTML files and images)
are mainly 1/0O intensive. Requests for dynamic web content (i.e. servlets and EJB)
increase the computational demand on server, but often other resources (e.g. the
database) become the bottleneck for performance. On the other side, in e-business
applications, which are based on dynamic web content, all information that is
confidential or has market value must be carefully protected when transmitted over
the open Internet. These security capabilities between network nodes over the Internet
are traditionally provided using HTTPS [125]. With HTTPS, which is based on using
HTTP over SSL (Secure Socket Layer [56]), mutual authentication of both the sender
and receiver of messages is performed to ensure message confidentiality. Although
providing these security capabilities does not introduce a new degree of complexity in
web applications structure, it increases the computation time necessary to serve a
connection remarkably, due to the use of cryptographic techniques, becoming a CPU-
intensive workload.

Facing situations with a large number of concurrent clients and/or with a
workload that demands high computational power (as for instance secure workloads)
can lead a server to overload (i.e. the volume of requests for content at a site
temporarily exceeds the capacity for serving them and renders the site unusable).
During overload conditions, the response times may grow to unacceptable levels, and
exhaustion of resources may cause the server to behave erratically or even crash
causing denial of services. In e-commerce applications, which are heavily based on
the use of security, such server behavior could trangdlate to sizable revenue losses. For
instance, [150] estimates that between 10 and 25% of e-commerce transactions are
aborted because of slow response times, which translates to about 1.9 billion dollars

in lost revenue. Therefore, overload prevention is a critical issue if good performance
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on Java application servers in e-business environments wants to be achieved.
Overload prevention tries to have a system that remains operational in the presence of
overload even when the incoming request rate is several times greater than system
capacity, and at the same time is able to serve the maximum the number of requests
during such overload, maintaining response times (i.e. Quality of Service (Q0S))

within acceptable levels.

Additionally, in many web sites, especially in e-commerce, most of the
applications are session-based. A session contains temporally and logically related
request sequences from the same client. Session integrity is a critical metric in e-
commerce. For an online retaler, the higher the number of sessions completed the
higher the amount of revenue that is likely to be generated. The same statement
cannot be made about the individual request completions. Sessions that are broken or
delayed at some critical stages, like checkout and shipping, could mean loss of
revenue to the web site. Sessions have distinguishable features from individual
requests that complicate the overload control. For example, admission control on per
request basis may lead to a large number of broken or incomplete sessions when the

system is overloaded.

Application servers overload can be prevented by designing mechanisms that
allow the serversto adapt their behavior to the available resources (i.e. becoming self-
adaptive applications) limiting the number of accepted requests to those that can be
served without degrading their QoS while prioritizing important requests. However,
the design of a successful overload prevention strategy must be preceded by a
complete characterization of the application server scalability. This characterization
allows determining which factors are the bottlenecks for application server

performance that must be considered in the overload prevention strategy.

Nevertheless, characterizing application server scalability is something more
complex than measuring the application server performance with different number of
clients and determining the load that overloads the server. A complete
characterization must also supply the causes of this overload, giving to the server
administrator the chance and the information to improve the server scalability by
avoiding its overload. For this reason, this characterization requires of powerful
analysistools that allow an in-depth analysis of the application server behavior and its

interaction with the other system elements (including distributed clients, a database






