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0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 bits
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |Flags|      Fragment Offset    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Time to Live |    Protocol   |         Header Checksum       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Source Address                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Destination Address                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Options                    |    Padding    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 bits
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          netid                /             hostid            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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PC1 routing table:
Destination      Genmask        Gateway       Iface
200.10.10.0      255.255.255.0  0.0.0.0       eth0
0.0.0.0          0.0.0.0        200.10.10.1   eth0

PC2 routing table:
Destination      Genmask        Gateway       Iface
200.20.20.0      255.255.255.0  0.0.0.0       eth0
0.0.0.0          0.0.0.0        200.20.20.1   eth0

R1 routing table:
Destination      Genmask        Gateway       Iface
200.10.10.0      255.255.255.0  0.0.0.0       eth0
200.20.20.0      255.255.255.0  0.0.0.0       eth1
0.0.0.0          0.0.0.0        200.30.30.1   ppp0
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+--------------------------------------------------------------------+
|           TISCALI International Network - Route Monitor            |
|                             (AS3257)                               |
|   This system is solely for internet operational purposes. Any     |
|   misuse is strictly prohibited. All connections to this router    |
|   are logged.                                                      |
|   This server provides a view on the TISCALI routing table that    |
|   is used in Frankfurt/Germany. If you are interested in other     |
|   regions of the backbone check out http://www.ip.tiscali.net/lg   |
|   Please report problems to noc@tiscali.net                        |
+--------------------------------------------------------------------+
route-server.ip.tiscali.net>sh ip ro
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 213.200.64.93 to network 0.0.0.0
B       85.27.76.0/22 [20/10] via 213.200.64.93, 4w2d
B       85.196.154.0/24 [20/10] via 213.200.64.93, 1d09h
B       85.158.216.0/21 [20/10] via 213.200.64.93, 2w6d
B       85.193.136.0/22 [20/10] via 213.200.64.93, 3d08h
B       85.121.48.0/21 [20/0] via 213.200.64.93, 1w4d
B       85.187.201.0/24 [20/10] via 213.200.64.93, 4d19h
B       85.114.0.0/20 [20/10] via 213.200.64.93, 1w5d
B       85.119.16.0/24 [20/10] via 213.200.64.93, 4w0d
B       85.119.16.0/21 [20/10] via 213.200.64.93, 4w0d
B       85.105.0.0/17 [20/10] via 213.200.64.93, 4w2d
B       85.93.52.0/24 [20/10] via 213.200.64.93, 4w0d
...
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if(Datagram Destination == address of any of the interfaces) {

send the datagram to upper layers

}

"�����������&��������#���
���
for each routing table entry ordered from longest to shortest mask 

(Longest Prefix Match) {

if((Datagram Destination IP address & mask) == Destination 
table entry) {

return (gateway, interface) ;

}

���8��+�����&������#��!
if(it is a direct routing) {

send the datagram to the Datagram Destination IP address

} else { /* it is an indirect routing */

send the datagram to the gateway IP address

}
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broadcast:
20:02:25.681331 arp who-has
147.83.34.123 tell 147.83.34.125

 ; �

unicast:
20:02:25.681490 arp reply 147.83.34.123 
is-at 00:c0:49:d5:96:d8

�
"

A> /sbin/arp -n
Address                  HWtype  HWaddress           Flags Mask            Iface
147.83.34.123            ether   00:c0:49:d5:96:d8   C                     eth0

B> /sbin/arp -n
Address                  HWtype  HWaddress           Flags Mask            Iface
147.83.34.125            ether   00:14:F1:CC:59:00   C                     eth0

147.83.34.125 147.83.34.123

�$����
����

'����#���)��%��!%*�

“Completed” flag
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0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 bits
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Hardware Type (16)            |  Protocol Type (16)           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Hard. Length(8)|Prot. Length(8)|  Opcode (16)                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       Sender Hardware                                         |
+       Address (48)            +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | Sender Protocol Address (32)  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Sender Protocol Address (cont)|     Target Hardware           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+     Address (48)              +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       Target Protocol Address (32)                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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broadcast:
20:02:25.681331 arp who-has
10.0.0.5 tell 10.0.0.20

 
;

unicast:
20:02:25.681490 arp reply 10.0.0.10 
is-at 00:00:39:7e:06:3b

�"

10.0.0.10
00:00:39:7e:06:3b

10.0.0.20
00:00:39:7f:16:a0

�

10.0.0.5

%%%����0

A # /sbin/arp -i eth0 -s 10.0.0.5 00:00:39:7e:06:3b pub
A # /sbin/arp -n
Address                  HWtype  HWaddress           Flags Mask            Iface
10.0.0.20                ether   00:00:39:7f:16:a0   C                     eth0
10.0.0.5                 ether   00:00:39:7e:06:3b   MP                    eth0

B # /sbin/arp -n
Address                  HWtype  HWaddress           Flags Mask            Iface
10.0.0.5                 ether   00:00:39:7e:06:3b   C                     eth0

“Manual” and “Permanent” flags

�$����
����

$�����#���
����.�&������
A # route -n
Destination     Gateway         Genmask         Flags Metric Ref    Use Iface
10.0.0.5        0.0.0.0         255.255.255.255 U     0      0        0 ppp0
10.0.0.0        0.0.0.0         255.255.255.0   U     0      0        0 eth0

“Completed” flag

����������	
��
���
�����	
��
��������
���

"7��
�����	������������

 ����

	)�
�������	��������	.	<��������
	 )�

����	��	��	
������


broadcast:
20:02:25.681331 arp who-has
10.0.0.20 tell 10.0.0.20

 
;

�

10.0.0.10
00:00:39:7e:06:3b

10.0.0.20
00:00:39:7f:16:a0
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0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 bits
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |Flags|      Fragment Offset    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Time to Live |    Protocol   |         Header Checksum       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       Source Address                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Destination Address                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Options                    |    Padding    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 bits
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     Type      |     Code      |          Checksum             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                  contingut (variable)                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Identifies the message Is computed using all the message
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0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     op (1)    |   htype (1)   |   hlen (1)    |   hops (1)    |
+---------------+---------------+---------------+---------------+
|                            xid (4)                            |
+-------------------------------+-------------------------------+
|           secs (2)            |           flags (2)           |
+-------------------------------+-------------------------------+
|                          ciaddr  (4)                          |
+---------------------------------------------------------------+
|                          yiaddr  (4)                          |
+---------------------------------------------------------------+
|                          siaddr  (4)                          |
+---------------------------------------------------------------+
|                          giaddr  (4)                          |
+---------------------------------------------------------------+
|                                                               |
|                          chaddr  (16)                         |
|                                                               |
|                                                               |
+---------------------------------------------------------------+
|                                                               |
|                          sname   (64)                         |
+---------------------------------------------------------------+
|                                                               |
|                          file    (128)                        |
+---------------------------------------------------------------+
|                                                               |
|                          options (variable)                   |
+---------------------------------------------------------------+

�����
1���������%
%���������
�����%��/
�����������������4��2���� ����������5�"���� ���)����4�6�7��%�
#$
�%*�8�6�7��%�
�19�
�����)�����������4��������������������)���
����
������������4�������������������
�� ���
�����������������4���
�������������:���*��������

)�!�����)���
�)�� ����
������������������������������� ���������
�)�� ����
���+�������������;��%�������������*��������"��!"������������)����
���������������������
����*�!�����)������
����������������������������
��������������������"���� ����������������������������
����������
���������������������������
�����������������8����

�������)��
����*����������
�������������
����
���������������������� �������������(!�����������������
���������
����
� ����������8���
� ��
�����������������;���
���������������3���
)���

����������
����������
��������������������7�$/�*��
/
<�����
7�/��/=����������������������
�����������������������-�����(!�����
���)�������������;��0)�!�0�&�
����'������������������)��������������
�����������������������������
��"���� ��
�����������������;������������������+������������!���������������3
�����������������������!���������������
�*�����-�.��)��������
��� �������������;����
�)�� ��������������*�!������������� ������
����������������������
�)�� ����
����������������4>���
����������������������
������"���������>;���������
���������������"�*��!

����"������������ �
�����
���������48?��7������
����"�*��!

����"������������ 3�@ ������@
����������������������"������!

�������������	
�*��!

)�(!�
�����
����������������������������)��������"������������
��
���������������������������
�����"���������
��



����������	
��
���
�����	
��
��������
���

����
�����	������������

8&��	.	�������
�����	�����������	")*�	�-=-$

� �9����2���%����H�679��������%����H�6:�

����	��	��	
������


DHCPDISCOVER
dst@=255.255.255.255
src@=0.0.0.0

DHCPREQUEST
dst@=255.255.255.255
src@=0.0.0.0

DHCPOFFER

DHCPACK
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DHCPREQUEST
dst@=255.255.255.255
src@=0.0.0.0 DHCPACK
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linux # tcpdump -lenx -s 1500 -i eth0 port bootps or port bootpc | dhcpdump
TIME: 17:09:24.616312

IP: 0.0.0.0.68 (00:30:1b:b4:6d:78) > 255.255.255.255.67 (ff:ff:ff:ff:ff:ff)
OP: 1 (BOOTPREQUEST)

HTYPE: 1 (Ethernet)
XID: 181f0139

FLAGS: 0
CIADDR: 0.0.0.0
YIADDR: 0.0.0.0
SIADDR: 0.0.0.0
GIADDR: 0.0.0.0
CHADDR: 00:30:1b:b4:6d:78:00:00:00:00:00:00:00:00:00:00
OPTION:  53 (  1) DHCP message type         3 (DHCPREQUEST)
OPTION:  57 (  2) Maximum DHCP message size 576
OPTION:  50 (  4) Request IP address        192.168.1.100
OPTION:  51 (  4) IP address leasetime      -1 ()
OPTION:  55 ( 21) Parameter Request List      1 (Subnet mask)

3 (Routers)
6 (DNS server)
12 (Host name)
15 (Domainname)
23 (Default IP TTL)
28 (Broadcast address)
29 (Perform mask discovery)
42 (NTP servers)
9 (LPR server)

119 (Domain Search)
...

---------------------------------------------------------------------------
TIME: 17:09:24.619312

IP: 192.168.1.1.67 (00:18:39:5d:74:9d) > 192.168.1.100.68 (00:30:1b:b4:6d:78)
OP: 2 (BOOTPREPLY)

HTYPE: 1 (Ethernet)
XID: 181f0139

FLAGS: 0
CIADDR: 0.0.0.0
YIADDR: 192.168.1.100
SIADDR: 192.168.1.1
GIADDR: 0.0.0.0
CHADDR: 00:30:1b:b4:6d:78:00:00:00:00:00:00:00:00:00:00
OPTION:  53 (  1) DHCP message type         5 (DHCPACK)
OPTION:  54 (  4) Server identifier         192.168.1.1
OPTION:  51 (  4) IP address leasetime      86400 (24h)
OPTION:   1 (  4) Subnet mask               255.255.255.0
OPTION:   3 (  4) Routers                   192.168.1.1
OPTION:   6 (  4) DNS server                192.168.0.1
OPTION:  15 (  3) Domainname                lan
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src@
10.0.0.10
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147.83.30.3
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80.100.2.1
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dst@
192.168.1.10:22

src@
147.83.30.3

dst@
80.102.9.91:22

src@
147.83.30.3
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80.102.9.91:22

dst@
147.83.30.3
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92.168.1.10 ��7�:���=��

src@
92.168.1.10:22

dst@
147.83.30.3

Static entry in the NAT router:
Inside-address:Port  Outside-address:Port
192.168.1.10:22 80.102.9.91:22
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iptables -t NAT -A POSTROUTING -j SNAT --to-source 80.102.191.191 
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FORWARDING
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iptables -t NAT -A POSTROUTING -j SNAT --to-source 80.102.191.191 
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iptables -t NAT -A PREROUTING -p tcp –dport 22 -j DNAT --to-destination 192.168.1.100
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linux-router # cat /proc/net/ip_conntrack
tcp 6 103 TIME_WAIT src=192.168.1.101 dst=84.120.112.212 sport=1730 dport=1755

src=84.120.112.212 dst=80.102.191.191 sport=1755 dport=1730 [ASSURED]
udp 17 3591 src=192.168.1.101 dst=217.125.101.197 sport=5770 dport=4941

src=217.125.101.197 dst=80.102.191.191 sport=4941 dport=5770 [ASSURED]
tcp 6 112 SYN_SENT src=192.168.1.101 dst=85.59.94.22 sport=1795 dport=13392 [UNREPLIED] 

src=85.59.94.22 dst=80.102.191.191 sport=13392 dport=1795
tcp 6 3598 ESTABLISHED src=192.168.1.101 dst=82.158.227.48 sport=4598 dport=4662

src=82.158.227.48 dst=80.102.191.191 sport=4662 dport=4598 [ASSURED]
tcp 6 3599 ESTABLISHED src=147.83.30.137 dst=80.102.191.191 sport=1096 dport=22 

src=192.168.1.100 dst=147.83.30.137 sport=22 dport=1096 [ASSURED]
...

���2���
���+��0 ��������

����/�������

192.168.1.101 80.102.191.191

	���

 ���

Legend:
protocol-name, protocol-number, timeout(seconds), [tcp-state], received IP/port src/dst, expected 

return IP/port src/dst, [UNREPLIED: first packet|ASSURED: packets in both directions]

192.168.1.100
192.168.1.1
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linux # telnet 192.168.1.1
Trying 192.168.0.1...
Connected to 192.168.1.1.
=>nat
[nat]=>list
Indx Prot Inside-address:Port Outside-address:Port Foreign-address:Port Flgs  Expir State Control

2 6 192.168.1.100:22 80.102.191.191:22 0.0.0.0:0  instance
6 6 192.168.1.101:1420 80.102.191.191:10079 83.60.122.22:45730 1  14m48 1
11   6   192.168.1.101:1337   80.102.191.191:10060   85.56.136.231:16000   1   14m30      1
12   6   192.168.1.101:1402   80.102.191.191:10064    82.159.8.187:1755    1     14s      5
...
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192.168.1.101 80.102.191.191
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edu com net arpa

upc ... ...... ...... ...... ......

es fr

...

...... ...

ac

rogent

unnamed root

Top Level Domains (TLD)

Second Level Domains

...

Generic Domains Country Domains

Infrastructure
Domains

in-arpa

147

83

31
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node-name

Allow inverse resolution
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struct hostent *gethostbyname(const char *name) ;

struct hostent *gethostbyaddr(const void *addr, int len, int type);

�&�������2���.��������0���&��,���,&�����.����
# hosts         This file describes a number of hostname-to-address
#               mappings for the TCP/IP subsystem.  It is mostly
#               used at boot time, when no name servers are running.
#               On small systems, this file can be used instead of a
#               "named" name server.
# Syntax:
# IP-Address  Full-Qualified-Hostname  Short-Hostname
127.0.0.1       localhost
10.0.1.1        massanella.ac.upc.edu massanella

A�&��+��������������!��������������������#�,���,�����2����.�.����
search ac.upc.edu
nameserver 147.83.32.3
nameserver 147.83.33.4
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http://www.foo.org

www.foo.org

���2

147.83.34.125

147.83.32.3

18:36:00.322370 IP (proto: UDP) 147.83.34.125.1333 > 
147.83.32.3.53:  53040+ A? www.foo.org. (31)

18:36:00.323080 IP (proto: UDP) 147.83.32.3.53 > 147.83.34.125.1333:
53040 1/2/2 www.foo.org. A 198.133.219.10 (115)

198.133.219.10
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/var/lib/named/root.hint ��������2�������������

/var/lib/named/*.db <����.����
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Mirrored
web
servers

A? www.foo.org
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0

A? www.f

Return mirrored web servers 
IP addresses in round robin.

linux ~> dig www.microsoft.com

; <<>> DiG 9.3.2 <<>> www.microsoft.com
;; global options:  printcmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31808
;; flags: qr rd ra; QUERY: 1, ANSWER: 9, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:
;www.microsoft.com.             IN      A

;; ANSWER SECTION:
www.microsoft.com.      3135    IN      CNAME   toggle.www.ms.akadns.net.
toggle.www.ms.akadns.net. 181   IN      CNAME   g.www.ms.akadns.net.
g.www.ms.akadns.net.    181     IN      CNAME   lb1.www.ms.akadns.net.
lb1.www.ms.akadns.net.  181     IN      A       207.46.19.60
lb1.www.ms.akadns.net.  181     IN      A       207.46.18.30
lb1.www.ms.akadns.net.  181     IN      A       207.46.20.60
lb1.www.ms.akadns.net.  181     IN      A       207.46.19.30
lb1.www.ms.akadns.net.  181     IN      A       207.46.198.30
lb1.www.ms.akadns.net.  181     IN      A       207.46.225.60

;; Query time: 42 msec
;; SERVER: 192.168.1.1#53(192.168.1.1)
;; WHEN: Sun Mar 11 10:48:11 2007
;; MSG SIZE  rcvd: 203

linux ~> dig www.microsoft.com

; <<>> DiG 9.3.2 <<>> www.microsoft.com
;; global options:  printcmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17923
;; flags: qr rd ra; QUERY: 1, ANSWER: 9, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:
;www.microsoft.com.             IN      A

;; ANSWER SECTION:
www.microsoft.com.      3469    IN      CNAME   toggle.www.ms.akadns.net.
toggle.www.ms.akadns.net. 215   IN      CNAME   g.www.ms.akadns.net.
g.www.ms.akadns.net.    215     IN      CNAME   lb1.www.ms.akadns.net.
lb1.www.ms.akadns.net.  215     IN      A       207.46.198.30
lb1.www.ms.akadns.net.  215     IN      A       207.46.199.30
lb1.www.ms.akadns.net.  215     IN      A       207.46.18.30
lb1.www.ms.akadns.net.  215     IN      A       207.46.19.60
lb1.www.ms.akadns.net.  215     IN      A       207.46.198.60
lb1.www.ms.akadns.net.  215     IN      A       207.46.20.60

;; Query time: 43 msec
;; SERVER: 192.168.1.1#53(192.168.1.1)
;; WHEN: Sun Mar 11 10:42:38 2007
;; MSG SIZE  rcvd: 203
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A 80.32.40.20

dns.cdn.com

80.32.40.20

www.foo.org
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a close server
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-------------------------------------------------
|             Header (12 bytes)                 |
-------------------------------------------------
/             Question (variable)               /
-------------------------------------------------
/             Answer (variable)                 /
-------------------------------------------------
/             Authority (variable)              /
-------------------------------------------------
/             Additional (variable)             /
-------------------------------------------------
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0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 bits
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |      Flags                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         #Questions            |      #Answers                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         #Authorities          |      #Additional              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 bits
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
/                       QName (variable)                        /
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         QType                 |      QClass                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 bytes
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|6|r|o|g|e|n|t|2|a|c|3|u|p|c|3|e|d|u|0|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 bits
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
/                        Name (variable)                        /
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          Type                 |       Class                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TTL                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         RDLenth               |      RData (variable)         /
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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# tcpdump -s1500 -vvpni eth0 port 53

tcpdump: listening on eth0, link-type EN10MB (Ethernet), capture size 200 bytes

11:17:30.769328 IP (UDP, length: 55) 147.83.30.137.1042 > 147.83.30.70.53: 36388+ A? ns.uu.net. (27)

11:17:30.771324 IP (UDP, length: 145) 147.83.30.70.53 > 147.83.30.137.1042: 36388 

q: A? ns.uu.net. 1/2/2 ns.uu.net. A 137.39.1.3

ns: ns.uu.net. NS auth00.ns.uu.net., ns.uu.net. NS auth60.ns.uu.net.

ar: auth00.ns.uu.net. A 198.6.1.65, auth60.ns.uu.net. A 198.6.1.181 (117)

Query message:

36388: Identifier.

+: Recursion-Desired is set.

A?: Qtype = A.

ns.uu.net.: Name to resolve.

Response message:

36388: Identifier.

q: A? ns.uu.net.: Repeat the Question field.

1/2/2: 1 Answers, 2 Authorities, 2 Additional follows.

ns.uu.net. A 137.39.1.3: The answer (RR of type A, address: 137.39.1.3).

ns: ns.uu.net. NS auth00.ns.uu.net., ns.uu.net. NS    auth60.ns.uu.net.: 2 Authorities (RRs of type 

NS: the domain ns.uu.net. authorities are auth00.ns.uu.net. and auth60.ns.uu.net).

ar: auth00.ns.uu.net. A 198.6.1.65, auth60.ns.uu.net. A    198.6.1.181: 2  Additional (RRs of type 

A: authorities IP addresses).
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web

Internal: 198.133.219.10
External: 200.200.10.10

All incoming packets are 
compared against the ACL.
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Dedicated lines 
(e.g. Frame Relay)
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src@
160.0.0.20

dst@
180.0.0.30

10.0.0.30/24 10.0.1.12/24

src@
10.0.0.30

dst@
10.0.1.12

)-
���2���
���+��0

160.0.0.20
180.0.0.30

encapsulation

���2���
���+�� ��0 ))����������

0.30/24

)-)-
���2���
���+�� ��0

decapsulation

tunnel: 192.168.0.0/24

$��$�����#���
��

internal header external header

160.0.0.1
180.0.0.1

$"�$�����#���
��

Example: creating a tunnel in linux:
R1# ip tunnel add tun0 mode gre remote  180.0.0.30 local 160.0.0.20 ttl 255
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src@
160.0.0.20

dst@
180.0.0.30

10.0.0.30 10.0.1.12

src@
10.0.0.30

dst@
10.0.1.12

)-
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160.0.0.20 180.0.0.30

encapsulation
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0.30 10.0
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decapsulation

tunnel

internal header external header
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