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Abstract—The evolution toward agile, ultra-low-energy, high-
capacity optical transport networks can benefit from solutions
incorporating multi-band, multi-fiber, and point-to-multipoint
(P2MP)/sliceable high-capacity transport technologies carefully
designed to simplify network hierarchy and minimize optical-
electrical-optical (OEO) conversions. To guarantee quantum-
secure communications, these networks require a thorough
reassessment of their security plane architecture, acting as
a transversal plane to the data and control planes. In this
paper, we propose a programmable Quantum Key Distri-
bution (QKD) network built upon multi-protocol QKD sys-
tems, including entangled QKD for P2MP secure access/metro
scenarios, Quantum Random Key Generation (QRNG) mod-
ules as alternative entropy sources for links where QKD
system deployment is not economically viable, and hybrid
classic/QKD/Post-Quantum Cryptography (PQC) primitives
for greater flexibility and backward compatibility. Authenti-
cation services are performed through physically-unclonable-
function (PUF) certification authorities, particularly imple-
menting strong Rayleigh-backscattering-pattern or speckle-
pattern-based optical Physically Unclonable Functions (OP-
UFs). These security technologies leverage on agnostic key
management system (KMS) and quantum digital twin (QDT)
assisted performance optimization, e.g. for artificial intelligence
(AI)-based State of Polarization (SOP) compensation. Key relay
between border nodes is realized by means of a combination of
a centralized PUF and a procedure to securely exchange keys
between KMSs based on ETSI-014 and PQC. The KMS can
feed keys to encryptors implemented at the different data-plane
layers, but the proposed architecture favors encryption relying
on physical-layer security techniques to align with the above
design principle aimed at a flatter network and fewer OEO
conversions. Examples of this are Light Path SECurity (LPSec)
techniques, consisting of two nested physical ciphers ensuring a
high-security level, and all-optical steganography. Coexistence
of classical and quantum signals is generally feasible in the
access and metro segments, whereas in the backbone segment

it needs to be evaluated on a case-by-case basis.

Index Terms—QKD, PUF, KMS Relay, Steganography, LPsec,
Optical Fingerprint, Optical Transport Network

1. Introduction
Next-generation packet-optical transport networks must

address four essential pillars of telecommunication systems:
(1) ultra-high capacity from access to core, (2) power con-
sumption and cost reduction, (3) autonomous network con-
trol management, and (4) secure and reliable optical trans-
mission. The ALLEGRO project [1] aims to design, proto-
type and demonstrate an end-to-end (E2E) network architec-
ture achieving ultra-high capacity leveraging sliceable smart
bandwidth-variable transceivers and switching elements for
point-to-point (P2P) and point-to-multipoint (P2MP) multi-
band (MB) and multi-fiber transmission/switching of up to
32 Tb/s. Power consumption and total cost of ownership
are minimized by consolidating network segments into two
fundamental structures: the long-reach access and the metro-
backbone, enabled by the aforementioned data-plane inno-
vations and the utilization of pervasive telemetry and artifi-
cial intelligence/machine learning for autonomous network
diagnosing, provisioning and healing. The security of both
the data and control planes is ensured by quantum and clas-
sical cryptographic methods leveraging Quantum Key Dis-
tribution (QKD), Post-Quantum Cryptography (PQC) and
classical approaches for key distribution and authentication,
alongside the development of a quantum digital twin (QDT),
for a complete future-proof security solution.

The security of a network is described in terms of
three main aspects: confidentiality, integrity, and authentic-
ity. Confidentiality involves protecting sensitive information
from unauthorized access through techniques such as data
encryption and access control. Integrity ensures that infor-
mation remains intact and unaltered, safeguarding it from
unauthorized or accidental modifications. This is achieved
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through access control mechanisms and digital signatures,
which verify that data have not been tampered with during
transmission or storage. Authenticity verifies the genuine-
ness of data or individuals, ensuring that they have not been
forged. Strong authentication protocols, such as two-factor
authentication and digital signatures, are used to verify the
identity of users and devices, as well as the authenticity of
transmitted data. A security plane architecture must address
these critical aspects, while accommodating the specific
requirements dictated by the network architecture, infras-
tructure and involved entities.

Ultra-low energy, high-capacity networks such as the
one proposed in the ALLEGRO project require the design
of a new security plane architecture that integrates exist-
ing solutions and other innovative technologies. Currently,
several connectivity planes are utilized to provide the flex-
ibility required by the different network segments. Optical
Transport Network (OTN) encryption, for instance, is used
for connections with datacenters or special demands from
clients such as governments, the defence sector, or large cor-
porations. Higher-level connectivity planes are better suited
for services in existing 4G/5G mobile networks, where the
connections between base stations and the operator’s point
of presence (PoP) are protected with IPSec via a security
gateway before accessing the network core services. Ultra-
high capacity networks will also take advantage of this flexi-
bility, but will mainly rely on Physical Layer Security (PLS)
for encryption, which enhances security and contributes
to power consumption savings by reducing the amount
of optical-electrical-optical (OEO) conversions required by
higher-layer encryption. This aligns with the trend toward
less hierarchical and compartmentalized architectures that
favor transparent E2E transport by bypassing unnecessary
aggregation IP routers. Moreover, PLS supports operation at
the high line speeds required by the Optical Transport Net-
work through key augmentation techniques at the expense of
reducing security, which will be acceptable for non-critical
connections. Various PLS implementations will be presented
in the paper.

For quantum-safe security, the proposed architecture in-
corporates QKD for distributing cryptographic keys. QKD
ensures, through fundamental principles of physics, key
distribution for encryption at different layers. In the pro-
posed security architecture, we explore multi-protocol QKD
systems that enable switching between Discrete-Variable
QKD (DV-QKD) and Continuous-Variable QKD (CV-QKD)
protocols, enhancing the network flexibility to address var-
ious user requirements in terms of reach, secret key rate
(SKR), and complexity. Additionally, entanglement-based
QKD systems are considered for P2MP scenarios, result-
ing in reduced overall costs and power consumption as
fewer QKD modules are required compared to protocols
inherently designed for P2P communications, such as CV-
QKD and DV-QKD. The proposed solutions aim to achieve
key distribution over the same fibers used for classical
communications [2], which is of paramount importance for
network operators [3]. However, MB transmission intro-

duces notable challenges that need to be addressed. Hybrid
QKD and PQC solutions are envisioned to ensure secure and
resilient authentication mechanisms, such as for key relay
between key management systems (KMSs) belonging to
different network domains. Finally, the network makes use
of novel authentication mechanisms leveraging optical Phys-
ically Unclonable Function (OPUF) systems. These systems
exploit the inherent randomness and unique characteristics
of optical components to generate fingerprints, which serve
as robust authentication tokens for verifying the identity
of network entities. OPUF offers enhanced security against
various attacks, including cloning and spoofing attempts.

The rest of the paper is structured as follows: Section 2
gives an overview of the technologies and solutions enabling
the design of the innovative security plane architecture pro-
posed in the ALLEGRO project. Section 3 offers a detailed
description of how these technologies are integrated and syn-
ergize to achieve a quantum-safe security plane architecture.
Finally, in Section 4, we present our conclusions.

2. Enabling Technologies for an Innovative Se-
curity Plane Architecture

In this section, we provide a concise overview of the
technologies explored for secure key distribution, authenti-
cation, and encryption. These technologies contribute to the
innovative security plane architecture detailed in Section 3.

2.1. Key Distribution Technologies
The security architecture proposed in this work pri-

marly relies on QKD as the key distribution approach for
achieving the highest level of security. The architecture
considers two commercially leading QKD technologies: DV-
QKD [4], and CV-QKD [5]. While DV-QKD excels in key
distribution over longer distances, simplicity, and robustness
against eavesdropping due to its reliance on single-photon
states, CV-QKD presents advantages in terms of SKR and
seamless integration with existing optical communication
infrastructure. Transmission of both the quantum channel
(QC) and classical channels, including synchronization and
other QKD auxiliary channels, over the same optical fiber
is of great interest to operators. In the case of CV-QKD,
co-propagating classical channels with the QC at different
wavelengths through Dense Wavelength Division Multiplex-
ing (DWDM) requires careful considerations of suitable
channel power levels and spacing to address coexistence
and optimize the performance of both classical and quantum
channels [9]. Recent results, obtained using VpiPhotonics
simulation software (SW) [10], demonstrate that CV-QKD
can coexist in the C-band with 8×200 Gb/s channels, with
degradation in the performance of the QC observed as
the classical channel power increases (up to a total of 9
dBm) [11]. However, this degradation can be mitigated by
increasing the guard-band to more than 100 GHz [12].

The architecture design incorporates the concept of
multi-protocol systems [13], ensuring the flexibility to seam-
lessly transition between different QKD technologies with-
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out the need for hardware (HW) changes. It is relevant
for the deployment of networks interfacing segments using
different QKD protocols and for incorporating trusted nodes.
Moreover, a QKD device that supports multi-protocol allows
for combining the benefits of different protocols within one
device and adapts to a specific task.

Furthermore, the proposed security architecture includes
entanglement-based QKD systems, leveraging broadband
polarization-entangled photons and supporting protocols like
BBM92 [6], to enable P2MP communication. Recently,
researchers have demonstrated an entanglement-based quan-
tum network with dynamic reconfiguration capabilities, uti-
lizing a novel quantum-enabled reconfigurable optical add-
drop multiplexer (q-ROADM) [7], [8].

2.2. Authentication Technologies
Like human beings, each chip possesses a unique finger-

print created during manufacturing. This intrinsic character-
istic can be revealed by incorporating a specific circuit ar-
chitecture onto the chip, known as a physically-unclonable-
function (PUF) circuit, which serves to verify the identity
of network entities. PUF circuits take a sequence of bits
(referred to as challenges) as input and produce a sequence
of bits (known as responses) as output, with the property
that no two chips generate identical responses to a specific
challenge. The pairing of a challenge with its corresponding
response is known as a challenge-response pair (CRP).
For a PUF implementation to be effective, it must exhibit
characteristics such as uniqueness, reliability (over time and
environmental changes), and uniformity (random response).
One such option is the Static Random Access Memory
(SRAM) PUF, which leverages the behavior of standard
SRAM memory available in digital chips. Another variant
is the OPUFs, wherein challenges and responses are derived
from the distinctive properties of optical components. In the
proposed architecture, we explore two OPUF implementa-
tions: one exploiting the speckle patterns when a coherent
light beam propagates through the random optical medium
[14], and another based on the Rayleigh backscattering
pattern (RBP) of an optical fiber [15].

2.3. Encryption Technologies
Although the proposed security architecture also consid-

ers conventional cryptography, the novelty lies in PLS. The
concept of PLS within telecommunication systems is based
on encrypting information at the lowest layer of the trans-
mission system, i.e. the physical layer, or in the context of
this study, the optical layer. PLS supplements and enhances
conventional cryptography employed at higher layers. In
contrast to higher layer cryptographic schemes, PLS exploits
physical transmission characteristics such as the channel,
modulations, and other unique transceiver attributes. The
architecture explores two approaches: Light Path SECurity
(LPSec) encryption [16], [17], and steganography.

LPSec requires extending coherent transponders with
optical encryption and decryption blocks, as well as in-
corporating key management functionalities. Additionally,

cryptographic blocks must operate at line speeds without in-
troducing significant delays to data transmission, for which
key expansion techniques are commonly used.

In contrast to bit substitution algorithms used to encode
sensitive data, steganography focuses on covert communi-
cation by concealing the existence of the message. The
architecture considers two steganography implementations:
digital [18] and all-optical [19]. These approaches differ in
their impact on security, complexity, cost, HW requirements,
and network constraints.

3. Design of an Innovative Security Plane Ar-
chitecture

The architecture of the security plane typically consists
of three layers: 1) the physical layer; 2) the key management
(or KMS) layer; and 3) the application layer.

The physical layer includes all HW, SW, and firmware
components, along with the links facilitating the generation,
distribution of keys, and authentication of network entities
through optical signals. The physical layer also includes the
components used for transmitting/receiving different optical
signals allocated in different wavelengths (DWDM), the
optical switching devices, e.g. ROADM, etc.

The KMS layer is responsible for tasks such as key
generation, key storage, key distribution (transport) and key
delivery. The goal of this layer is to improve the quality
and usability of keys generated by the QKD modules. Some
QKD modules can also provide basic key management func-
tionality by themselves. However, additional components or
protocols may be needed to enhance the performance of
the key management layer, and therefore this proprietary
basic functionality is not considered as part of the KMS
layer in the frame of this work, where the aim is to develop
agnostic KMS capable of interoperating with multi-vendor,
multiprotocol QKD technologies, as well as other security
technologies such as PUF. The KMS plays an important
role in the security plane architecture as they receive keys
from physical layer modules (such as QKDs or Quantum
Random Key Generations (QRNGs)), manage them, and
distribute them to key application consumers upon request.
Additionally, a KMS is entrusted with ensuring the security
and availability of keys used for encrypting and decrypting
sensitive data. It can enforce policies and procedures for
key usage, including expiration dates, access control, and
auditing. Concerning the distribution of keys from the KMS
to the application layer, there are currently two standardized
key delivery APIs: ETSI GS QKD 004 [20] and 014 [21].
The KMS also registers incoming applications and their
Quality of Service (QoS) and monitors the real demands
of each of them. It also exposes the parameters needed to
monitor the key utilization per link. This information allows
optimizing the planning of the QKD network [22].

Finally, the application layer encompasses applications
that require keys to deliver security services throughout
the network, providing confidentiality, authentication, and
integrity. Examples of applications within this layer include

233

Authorized licensed use limited to: UNIVERSITAT POLITECNICA DE CATALUNYA. Downloaded on October 02,2024 at 15:19:10 UTC from IEEE Xplore.  Restrictions apply. 



Figure 1: General overview of the proposed security plane architecture.

HW-based encryptors (such as OTN encryptors, MacSec,
IPsec, LPsec, etc.), Hardware-Security Modules (HSMs)
designed for secure key storage, authentication devices, and,
more broadly, any application needing keys.

Figure 1 provides a comprehensive overview of the
security plane architecture proposed in this work. In the
physical layer, our focus is on QKD modules used for
key generation and secure quantum key distribution. Each
QKD module can be either CV-QKD or DV-QKD, with
these technologies differing in the implemented encoding
scheme, implementation complexity, tolerance to channel
attenuation, and application scope. Alternatively, entangled
QKD can be employed, particularly beneficial for P2MP
applications. E.g., in Node B, the QKD module leverages on
a broadband entangled photon source, capable of generating
entangled photons in different frequencies, which can be
transmitted to QKD modules located in several nodes (e.g.
Nodes C and D in the figure). The use of beam splitters
(BSs) enables sharing QC in a given frequency among dif-
ferent users, this being particularly interesting in scenarios
involving access networks, where technology-deployment
cost reduction is of paramount importance. In P2MP security
scenarios, the integration of optical components, such as (de-
)multiplexers, BSs, and optical fiber switches (OFS) pro-
vides the flexibility required to implement a programmable
QKD network. Key generation and distribution are not ex-
clusive to QKD systems; QRNG modules are also proposed
as alternative entropy sources (e.g., Node A). The gener-
ated keys are securely distributed to Node A’s counterpart
(Node B) through a dedicated secure interface between

KMSs. Moreover, authentication services are performed by
means of PUF, which in this architecture will be mainly
implemented as centralised PUF formations. Decentralised
electronic Physically Unclonable Function (ePUF) modules
are also considered as backup. The PUF module can take the
form of either an ePUF, such as an SRAM-based PUF, or
the speckle-pattern-based optical PUF (OPUF). Centralised
PUF, together with the implementation of a procedure to
securely exchange keys between KMS based on ETSI-
014 and PQC, is proposed for relaying keys in border
nodes. Finally, in node F, we represent an AI-based State
of Polarization (SOP) compensator capable of optimising
QKD systems by adjusting the tuneable parameters of the
optical components to improve on the key distribution. This
requires an interface with a quantum digital twin in the
control plane, capable of providing the intelligence required
to carry out that optimisation. Within the KMS layer, KMS
units demonstrate the capability to interoperate with various
QKD technologies and protocols (CV-QKD, DV-QKD, and
entanglement-based QKD), along with other security tech-
nologies, such as PUF. These KMS units receive keys from
QKD, QRNG and PUF modules, subsequently distributing
them to key application consumers upon request. Finally, the
application layer integrates application modules requiring
keys to perform the encryption and authentication functions,
which they retrieve from the KMS layer. This architecture
contemplates the utilization of conventional encryptors exe-
cuting standard protocols like TLS. However, it also focuses
on innovative encryption modules such as those based on
LPSec, implementing two nested ciphers ensuring a high-

234

Authorized licensed use limited to: UNIVERSITAT POLITECNICA DE CATALUNYA. Downloaded on October 02,2024 at 15:19:10 UTC from IEEE Xplore.  Restrictions apply. 



security level. Authentication services (mainly based on
PUF) facilitate the authentication of each node within the
network.

The security plane architecture integrates notable ad-
vancements leveraging on cutting-edge technologies such
as optical fingerprinting based on Rayleigh backscattering,
indicated in the figure as OPUF between nodes C-D and E-F;
multiprotocol QKD systems, and steganography applications
as an encryption technique. These technologies, contingent
upon their maturity level and their potential impact on
existing networks, can be classified as disruptive. In the
realm of multi-protocol QKD, having a QKD device with
versatile protocol options provides an advantage in adapting
to different users with varying QKD protocols, without the
requirement for HW changes. This feature is especially im-
portant for applications such as satellite QKD, where access
to the HW is difficult, making it impractical to reconfigure
equipment for each specific protocol demand, as well as for
trusted-node implementations.

4. Conclusions
The security plane architecture proposed in this work

encompasses three layers, integrating various enabling tech-
nologies to address network security challenges. At the
physical layer, multi-protocol QKD offers secure key gen-
eration and distribution, as well as flexibility in adapting
to different user requirements, leveraging on AI-based SOP
compensation for QKD performance optimization. Both DV-
QKD and CV-QKD are inherently designed for P2P com-
munication, while entangled-based QKD is proposed for
P2MP scenarios. Additionally, QRNG modules provide an
alternative entropy source for key generation. Authentica-
tion services are performed by PUF modules, mainly in
centralized formations, supplemented by decentralized ePUF
modules as a backup. These centralized PUF modules may
take the form of SRAM-based PUF or OPUF, using speckle
pattern or RBP approaches. Centralised PUF, together with
the implementation of a procedure to securely exchange
keys between KMSs based on ETSI-014 and PQC, is pro-
posed for relaying keys in border nodes. At the KMS layer,
KMS units demonstrate interoperability with various QKD
technologies and protocols, along with other security tech-
nologies like PUFs. Finally, the application layer incorpo-
rates traditional upper layer encryptors alongside PLS using
LPSec, complemented by cutting-edge technologies such
as steganography. These advancements represent disruptive
technologies that will have a significant impact on existing
networks, offering adaptability and robust security tailored
to evolving network landscapes.
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