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ABSTRACT

Federated Learning (FL) is a decentralized, collaborative Machine Learning technique to train Artificial Intelligence
(AI) models directly on edge devices or systems in customer premises. Because FL preserves privacy and security,
many applications of FL that require keeping sensitive information locally can be found in the literature, e.g., for
clinical trials and autonomous driving. The locally trained models are periodically transferred to a centralized server,
where global models are computed by combining the local ones, and the resulting model is distributed back to the
devices/systems. It is precisely because of the high-capacity connectivity needed to transfer large models, e.g., Large
Language Models (LLM) involving trillions of parameters, that the coordination of FL applications and telecom
infrastructures is a must. In this paper, we propose workflows to manage the connectivity capacity by extending
coordination between FL applications and the telecom cloud orchestrator.
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1. Introduction

Federated Learning (FL) is a privacy-preserving Machine Learning (ML) technique where multiple FL clients,
coordinated with one or multiple central FL servers, collaborate to train a ML model [1]. Different from conventional
centralized ML, where data is collected from different sources and conveyed to a central server for processing, data is
used locally to train ML models that are exchanged between the FL clients and the centralized FL servers. Because of
their characteristics, many applications of FL have been reported, including healthcare and users’ behavior (see, e.g.,
[2], [3])- The possibility of using hardware accelerators available in the cloud owned by hyperscalers will make
possible to train Large Language Models (LLM) for a fraction of the cost of developing such infrastructure internally.
However, the cost of transferring the models between locations can be too high, as those LLMs might consist of
trillions of parameters and occupy hundreds of GB to TB. This fact makes that telecom operators, owning both the
telecom network and a cloud infrastructure, can offer competitive and efficient solutions.

In FL, local models are trained by the FL clients using local data. Once trained, the models are transferred to the
FL server, which in turn, trains a global model and sends it back to the FL clients. This loop is repeated for several
rounds, where the accuracy of the global model improves at every round. For FL to converge in practical times, not
only the training time has to be accelerated, but also time to transfer the models. Therefore, in the case of training
large LLMs, high-capacity connectivity between FL clients and the FL server is needed. In view of that, some authors
have proposed solutions for making FL communications more efficient (see, e.g., [4]). Furthermore, connectivity
capacity can be greatly reduced once the models are transferred and activated back after new models are produced.
Such process clearly motivates the collaboration between FL applications and the telecom infrastructure beyond the
availability of automatic interfaces for the deployment of FL workloads.

In this paper, we propose the collaboration between FL applications and the telecom operators to reduce, as much
as possible, the usage of networking resources. Specifically, we propose coordinated orchestration and operation for
on-demand network capacity allocation. In addition, we target at minimizing the number of models that are transferred
at every round without major impact on the performance of the models. The rest of the paper is organized as follows.
Section 2 presents the targeted scenario and a simplified control and orchestration architecture is proposed and defines
the needed coordination at the orchestration level to optimize networking resources during the FL operation. Section
3 reports the experimental results of the implemented workflows. Finally, section 4 draws the main conclusions.

2. Federated Learning Orchestration and Operation

Figure 1 presents the scenario for a FL application. We assume that FL clients run in a customer private cloud
infrastructure (locations 1 to # in Figure 1), e.g., hospitals in a healthcare FL application, whereas the FL server runs
in a metro / metro-core location belonging to the telecom operator cloud. Client locations are connected to the telecom
cloud infrastructure through an access/metro network. In the control/orchestration plane, a Customer Orchestrator is
in charge of the deployment and operation of FL. workloads on the targeted hybrid cloud infrastructure. To that end,
it coordinates the deployment of workloads on customer cloud sites, e.g., configured as Kubernetes clusters, as well
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user interface (UI) (step 1 in Figure 2). The
request is handled by the Customer
Orchestrator, which generates a FL deployment descriptor (step 2). The description includes the configuration and
resource allocation for each of the components involved in the FL deployment, i.e., FL clients, FL server(s), and
upstream and downstream connectivity. Assuming that the FL server needs to be deployed in the telecom cloud, the
Customer Orchestrator sends a request to the Telecom Orchestrator for that deployment (step 3). Upon the reception
of the request, the Telecom Orchestrator checks it and proceeds with the deployment of the FS server application (step
4). Similarly to the customer cloud, we assume that telecom cloud management is based on Kubernetes. Note that the
Telecom Orchestrator makes the decision of the final placement, e.g., based on the computation requirements,
available connectivity to the customer locations, etc. Following the deployment of the FL Server, the Customer
Orchestrator deploys all the necessary software of the FL clients through each Kubernetes manager in the locations
defined on the deployment descriptor (step 5). Next, the Customer Orchestrator requests upstream and downstream
connectivity to the Telecom Orchestrator (step 6), which relies on the SDN Controller to configure the actual network
nodes. Note that the connectivity between FL nodes needs to support commands and models exchanged between FL
clients and the FL server. Therefore, high-capacity is needed when models are exchanged but a minimal capacity
needs to be always available. Additionally, FL application upstream’s connectivity should be based on unicast
individual connections between each FL client and the FL server, whereas downstream connectivity can be based on
multicast. Finally, when the deployment is complete, the Customer Orchestrator notifies the FL server to start its
operation (7), which in turn notifies the FL clients to start the local training and the deployment phase finishes.

Figure 2 WF1: FL Application Deployment

Once the deployment phase has finished, the FL application operation starts and the FL server periodically collects
local models from the FL clients, computes a global model, and distributes it back to the FL clients. However,
connectivity needs to be managed during these training rounds and the capacity increased and decreased back before
and after the models are transferred. Such activity is defined in WF2 (see Figure 3). With a configured periodicity, the
FL server starts a training round (step 1 in Figure 3). Then, the FL server sends a request to the Customer Orchestrator
to increase the capacity of the upstream connectivity for the FL clients (step 2). The Customer Orchestrator, forwards
the request to the Telecom Orchestrator, which in turn relies on the SDN Controller to actually configure the network
nodes. Once the FL server receives a confirmation of the capacity allocation, it notifies the selected FL clients to send
their local models (step 3). The last version of the local models are sent using the high-capacity upstream connectivity
to the FL server (step 4). Once the FL server confirms that all model transfers are completed, it sends a request to the
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evaluate the proposed WFs runs in a virtualized environment provided by an OpenStack cluster on-premises. Three
different locations have been set up, each one running a Minikube Kubernetes cluster [5]. Minikube offers most of the
features found in production-ready Kubernetes clusters and is suited for testing environments due to its simplicity of
deployment and maintenance. Moreover, Minikube uses the latest API versions of Kubernetes, making the migration
to classic Kubernetes cluster seamless. Each emulated cloud resides in a different VM. The Orchestrators and the SDN
Controller have been implemented using Python and are deployed in separate Virtual Machines (VM). The Flower FL
framework [6] has been used for evaluation of the FL application. Flower implements both clients and servers, the
communication, and the orchestration of the FL training session. Since Flower is agnostic to the ML technology, it
allows the user to define their custom client and servers. Besides, Flower offers predefined training strategies defining
how the central server should aggregate the data received from the clients. A Web User Interface (UI) has been
developed using Flask and eases the interaction of the user with the Customer Orchestrator (see Figure 4). The Ul also
allows the user to track the status of the deployments and the different steps involved.

Let us start with the assessment of WF1. Figure 5 shows a capture of the exchanged messages of the workflow and
follows the same numbering as the one used in Figure 2. The Web UI in Figure 4 shows the configured parameters
and the execution log. The deployment phase of the FL application is initiated by the user, who sends a request through
the Web UI (message 1 in Figure 5). This request includes the service identifier and a specification of the customer
locations where the clients need to be deployed, while leaving the specific server location to be decided by the Telecom
Orchestrator. The request is handled by the Customer Orchestrator, which generates the FL deployment descriptor,
including the description and configuration of the pods hosting the FL clients. Several services are defined to ensure
communication inside and outside the Kubernetes cluster; specifically, for the external communication between the
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FL clients to allocate and deploy the selected services (message
5). The response to the Customer Orchestrator includes the
NodePort service for the FL server.

Using the NodePort details of the FL clients and FL server,
the Customer Orchestrator sends a request to the Telecom
Orchestrator to create the upstream and downstream
connectivity of the FL app. (message 6). The specification of the
connectivity includes the service id, the NodePort, i.e., the IPs
and ports of each of the endpoints exposed by the different FL
components, and the specification of the initial capacity for the
upstream and downstream connectivity. The Telecom
Orchestrator processes the connectivity setup request and
forwards it to the SDN Controller which in turn configures the
involved network nodes. Finally, the FL training operation can

start, so the Customer Orchestrator notifies the FL server to
start (message 7), and the FL server notifies the FL clients that
the operation can start with the local training (message 8).

Once WF1 finishes, FL operation starts following WEF2.
Figure 6 shows the exchanged messages. Periodically the FL
server runs a FL training round. Before the FL server can
retrieve the local models from the FL clients, it must
reconfigure the capacity of the uplink connectivity (message
2). The Customer Orchestrator creates a request for the
Telecom Orchestrator, which translates the request into a
resource reconfiguration that the SDN Controller can handle.
Once the updated network capacity is available for the
selected links, the FL server sends a notification to each of the
FL clients to transfer their local models (message 3). The FL
clients transfer the last version of their trained local model to
the FL server (message 4). Upon completion, the FL Server
has all the required local models from the selected FL clients,
so it issues a notification to the Customer Orchestrator to scale
down the capacity of the uplinks, which coordinates with the
Telecom Orchestrator and the SDN Controller (message 5).
Then, the FL server computes a new global model and updates
the local models of the selected clients.

4. Concluding Remarks

Coordinated orchestration and operation of FL applications
deployed over hybrid customer—telecom cloud infrastructures
have been proposed and experimentally assessed. The main
objective was to reduce the connectivity utilization required
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Figure 6 WF2 Exchanged Messages

to exchange models during FL training. The solution enables capacity-on-demand operation at each training round.
Experimental validation demonstrated the feasibility of deploying FL workloads and reconfiguring network
connectivity using cloud-native technologies for workload management and SDN for transport network control.
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